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Platinum Secure LMS Hosting
with HIPAA Compliance

Introduction

Secure LMS Hosting is included with all Axis LMS plans. The security, backup

and data center benefits that come with the Secure LMS Hosting is beyond what
most of our competitors offer, and is more than enough security for most clients.
Our Gold Secure LMS Hosting includes more hardened security with PCI

compliance and data encryption ‘at REST".
If you have more stringent security needs that requires HIPAA compliance we
offer the Platinum Secure LMS Hosting package which adds several additional

security features to your hosted Axis LMS system.

In addition to everything included in the standard Secure LMS Hosting, here is
what Platinum Secure LMS Hosting adds:

Atrixware

www.atrixware.com
FNTRIXWARE et P




Platinum Secure LMS Hosting

e PCI Compliant

e HIPAA Compliant

e Dedicated Intel Server Exclusive to a single organization

e Local storage and encryption of all data and files using a Hardware RAID
disk array

e Data encryption at REST

e External off-site backup storage retained for up to 30 days and include
backups for the past 7 days, along with 4 weekly backups

e Additional Cisco hardware firewall in front of the already included 2
firewalls with standard Secure LMS Hosting package

e Fully managed Intrusion Detection System (IDS)

e Anomaly investigation and detection

e Real-time system and file integrity monitoring

e Network activity monitoring

e Advanced DDoS Attack protections

e Advanced server hardening

e Monthly external vulnerability scans

Note these features and benefits are in addition to the standard Secure LMS

Hosting features and benefits.
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